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1. Purpose

This policy outlines the guidelines for students who wish to bring their personal devices
(such as smartphones, tablets, laptops, etc.) onto college premises and connect them to the
Beau Devices Wi-Fi Network. The aim is to support learning while ensuring safety, security,
and appropriate use of technology.

All aspects of this policy extend to students within the residential provision, ensuring
consistent standards of conduct and practice.
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This policy should be read alongside the Safeguarding and Child Protection Policy. Any
safeguarding concerns arising from student device use will be reported immediately to the
Designated Safeguarding Lead (DSL) in line with KCSIE 2025.”

2. Scope

This policy applies to all students who wish to bring and use their personal devices on
college premises. It covers the use of these devices for educational purposes,
communication, and personal use during college hours and in their residential setting.

The college reserves the right to install certificates on personal devices as part of the
network access process to ensure safe and appropriate use of the internet.

3. Certificate Installation

In order to provide a safe and secure online learning environment for all students, the
college may install security certificates on personal student devices. These certificates
enable content filtering, monitoring of internet activity, and protection against harmful online
content or cybersecurity threats.

Filtering and Monitoring: The installation of security certificates on personal devices will
allow the college to filter web traffic, block access to inappropriate or harmful content, and
monitor usage to ensure compliance with the college's Acceptable Use Policy.

Privacy Considerations: The College is committed to respecting student privacy. The
monitoring and filtering process will only involve internet activity related to the use of the
college’s network and is focused on maintaining a safe, educational environment.

Device Compatibility: The Assistive Technology (AT)/Information Technology (IT) support
team will ensure that the certificates are compatible with the student’s device and will guide
students through the installation process if necessary.

4. Acceptable Use of Personal Devices

e Educational Purpose: Personal devices should primarily be used for learning
purposes, such as accessing course materials, researching, taking notes,
participating in online classes, or using educational apps. They may also be used for
leisure during breaks and in the residential setting.

o Respectful Use: Devices must be used in a way that respects others in the
classroom and throughout the college. Excessive noise, inappropriate content, or use
that disrupts the learning environment is prohibited.

o Consent: Students are not permitted to take photos, record videos, or audio of
others (students, staff, or activities) without explicit consent from the people involved.

Students must not use personal devices for cyberbullying, online harassment, sharing of
inappropriate or indecent images, participation in harmful online challenges, or engaging
with strangers online. Any such behaviour will be treated as a safeguarding concern.

5. Accessibility & Inclusion

pg. 2 Beaumont College - Student Policy for Bringing Personal Devices and Connecting to College Wi-Fi
Network (Author: Natalie Forsythe 010425)




The college recognises that not all students may own, or be able to afford, personal
devices. To ensure equitable access to digital learning, the college will provide loan
devices or access to on-site equipment where required. Support will also include
guidance on accessing online resources and training for students unfamiliar with
digital tools.

6. Wi-Fi Access

Beau Devices - BC Network: The College provides a Wi-Fi network specifically for
students to access the internet. The network name for student access is called Beau
Devices.

Authentication: Students must only connect to the Wi-Fi network after completing
the relevant Acceptable Use Policy (Supported/Independent) and a Web 2.0 RA.
Guest Wi-Fi access may be provided for occasional use, with limited access to
ensure security.

Bandwidth Management: Wi-Fi access is subject to bandwidth limits to ensure fair
usage for all students. The college may restrict access to specific websites or content
deemed inappropriate or unrelated to education.

7. Device Security and Safety

Password Protection: All personal devices must be password-protected or secured
with a PIN to ensure that personal information is safe.

Antivirus Software: Students are encouraged to install antivirus software on their
devices and ensure their device’s operating system is up to date to avoid security
risks.

Device Support: The College will provide technical support for personal devices,
and students can receive assistance with connecting to the Wi-Fi network through
the AT/IT support team.

Installation of reporting certificate: The College reserves the right to install
certificates on personal devices as part of the network access process to ensure safe
and appropriate use of the internet.

Device Charging & Use on Site: To maintain safety and compliance with fire
regulations, students must adhere to college rules regarding device charging,
including using designated charging points and avoiding overloading sockets.
Devices may be used outside of class in designated areas, such as common rooms,
the refectory, and residential spaces, in accordance with college policy.

Insurance / Liability: While the college is not liable for loss or damage to personal
devices, students are encouraged to insure their devices. Guidance on insurance
options and responsible device use will be provided.
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e The certificates will allow the college to monitor online activity during the time a
student is connected to the college network. However, this monitoring is limited to
internet usage and does not involve other personal information stored on the device.

o Where a safeguarding concern arises linked to device use, staff will record the
incident and refer to the DSL without delay. Parents/carers will be informed as
appropriate.

8. Restrictions on Device Use

e Prohibited Content: The use of personal devices to access content that is illegal,
explicit, harmful, or disruptive (e.g., pornography, gambling sites, violent material) is
strictly prohibited. These may be more restricted if students are under the age of 18
in line with The Education Act 2002: Keeping Children Safe in Education Guidance
and Working Together to Safeguard Children.

e No Unauthorised Software: Installing or using unauthorized software or applications
that could interfere with the college's network or devices is prohibited.

9. Responsibility

o Student Responsibility: Students are responsible for the security of their own
devices. The college is not liable for any loss, theft, or damage to personal devices.

e Use During Sessions: Students should ensure that their devices do not interfere
with classroom activities. Devices should be used according to the tutor's instructions
during lessons and stored away during times when they are not needed for
educational purposes.

e Reporting Issues: Any issues related to device security or misuse of the Wi-Fi
network should be reported to the AT/IT support team or a member of the teaching
staff immediately.

10. Disciplinary Action
Failure to follow this policy may result in disciplinary action, including:
e Temporary suspension of Wi-Fi access.
o Confiscation of the device for further investigation.
e Formal disciplinary action in accordance with the college’s Acceptable Use policy.

e Where misuse constitutes a safeguarding concern, it will be dealt with under
safeguarding procedures in addition to disciplinary processes. Serious breaches may
be referred to external agencies, including the police.

11. Privacy, Data Protection & GDPR

o Data Protection: Students should be mindful of their privacy and data security when
using personal devices. The college is not responsible for any personal data that is
compromised through the use of personal devices. The college will follow all data
protection laws and guidelines to ensure the security of student information. Any data
collected through filtering and monitoring will be used solely for the purpose of
ensuring the safety and security of the learning environment.
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e GDPR: All monitoring data will be collected and processed in line with GDPR
principles, under the lawful basis of either “legitimate interests” or “public task.” Data
will only be accessible to authorised staff, retained for a clearly defined period, and
securely disposed of thereafter. Students will be informed about the purposes of data
collection and their rights under GDPR.

e Network Monitoring: The College reserves the right to monitor network traffic to
ensure compliance with the acceptable use policy and protect the integrity of the Wi-
Fi network.

12. Safeguarding Links

o Staff will balance safeguarding obligations with respect for privacy, particularly for
students over 18 who may be adults at risk. Monitoring will be proportionate and
targeted, guided by safeguarding protocols. In line with the Prevent Duty, staff will
remain vigilant to online radicalisation risks, with training provided to identify and
appropriately respond to concerns.

e Any data obtained through monitoring that suggests a safeguarding risk will be
shared with the DSL in accordance with safeguarding procedures, overriding data
protection where necessary to protect a child or young person from harm.

13. Linked Policies:

This approach will be aligned with existing policies, including the Prevent Policy, Equality &
Diversity Policy, and Behaviour/Disciplinary Policy (where distinct from the Acceptable Use
Policy). Cross-references will ensure consistency and clarity for students and staff.

14. Review of the Policy

This policy will be reviewed annually and updated as needed to ensure it remains effective
and relevant in light of new technologies, legal requirements, and Salutem policy changes.
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